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Welcome to Santander Link

Santander Link is a secure Web portal providing access to Santander Treasury Link and other online
banking and information services.

Access to all online services provided by Santander is provided through this single portal.

For administrators, client administration for Santander online products is handled directly in Santander
Link.

At Santander Bank, we’re working hard to give you the best possible banking experience. We hope you
enjoy using Santander Link as your online banking resource.

Santander Bank, N.A. is a Member FDIC and a wholly owned subsidiary of Banco Santander, S.A. ©2019 Santander Bank,
N.A. All rights reserved. Santander, Santander Bank, and the Flame Logo are trademarks of Banco Santander, S.A. or its
subsidiaries in the United States and other countries. All other trademarks are the property of their respective owners.
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Single Sign-On (SSO) Portal Access

A single universal login screen provides access to the entire Santander Link portal. Log in by entering
your company ID, User ID, and Password. If you wish to have the computer or device remember your
company ID and User ID, check the box next to “Remember my login credentials”. Finally, click Sign in.

Note: All fields are case sensitive.

Company ID

Enter your Company ID
User ID

Enter your username
Password

Enter your password

Forgot Password?
Remember me

K d

Figure 1: Santander Link login screen

In case you are logging in for the first time, you will be asked to select the three security questions from
the dropdowns and their subsequent answers. If you are signing in on your computer, check the box
next to “This is a personal computer. Remember this device.” Click Set Answers.

Please enter three security questions and answers

o Select a question
a Select a question v Enter your answer

e Select a question v Enter your answer

This is a personal computer. Remember this device.

Cancel

Figure 2: Security questions

©2019 Santander Bank, N.A. Page 4
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Santander Link Landing Page

The Santander Link landing page provides direct access to online banking services you are entitled to,
as well as various informational features.

& Santander ?)  Good Evening, Test~ Santander® Link

You are now logged on to the following products:

User Actions:
Manage Users
Audit History
Treasury Link

Other Santander Products

News Market Watch
Commadities
@ REUTERS

Shareholder adviser Glass Lewis opposes UBS compensation report

Read the article on Reuters: Business News >

Canada looks at fresh tariffs on U.S. goods, silent on details revealed Emini 2899.00
by envoy

Read the article on Reuters: Business News > =, p—

© 2019 Santander Bank, N. A.

Figure 3: Santander Link landing page

User menu

The dropdown at the top next to your name provides the user menu options to help you Manage
Company Profile, Manage your Profile, Reset Password and Reset Security Questions, and Log out of
Santander Link.

o | ® Good afternoon, Oscar ~ Santander® Link

Manage Company Profile
My Profile
Reset Password

Reset Security Questions Manage Users

Logout Audit History

Figure 4: User menu

To view and manage your profile, select My Profile from the menu dropdown.

©2019 Santander Bank, N.A. Page 5
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=5 M @ Good afternoon, Oscar v nder® Link

Manage Company Profile

I My Profile I

Reset Password

Reset Security Questions Manage Users

Logout Audit History

Figure 5: Opening My Profile

Once selected, My Profile dialogue box will open, showing your Company ID, personal information, and
Enable Date. You may use this form to update your email address and phone number. Click the Save
User when you are done editing or click the > on the top right to close the dialogue box.

My Profile

Company ID

F-Number

* User ID

* First Name

Middle Name or Initial

*Last Name

* Email

Cell Phone

*Enable Date

Administrator

o

FECOSTRUZIONI

PierreAlexandre01

Pierre

Alexandre

palexandre@fbc.com

(603) 777-7777

08/16/2017

Figure 6: Editing and saving profile information

©2019 Santander Bank, N.A.
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Resetting your password

To reset your password, select the Reset Password from the user menu dropdown.

&5 £ (@) Good afternoon, Oscar » Santander® Link

Manage Company Profile

My Profile

I Reset Password I

Reset Security Questions Manage Users

Logout Audit History

Figure 7: Opening Reset Password

In the Reset Password dialogue box, enter your current password in the first field. Enter your new
password in the second and third fields. Follow the instructions in bullet points to the right to create
your new password. Select the Reset button on the bottom right to finish resetting your password.

Reset Password

= Must consist of @ minimum of eight
(8) alphabetic and numeric
characters.

 Must have 2t least three (3) letters +
one (1) number,

= Cannot contain more than 2
identical consecutive characters.

= Cannot equal the user name, the
user name backwards. or a

Re-enter your password rearranged user name.

* Cannot reuse any of your last eight
passwords

Enter your current password

Enter a new password

Figure 8: Resetting your password

You will see a message at the top of the landing page that will confirm that your password has been
successfully changed.

& Santander &5 £ (@) Good moming Marshall v Santander® Link

User Actions:

Manage Users
Audit History

Treasury Link
Figure 9: Password successfully changed

Resetting your security questions

To reset your security questions, select Reset Security Questions from the user menu.

©2019 Santander Bank, N.A. Page 7
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&5 M @ Good afternoon, Oscar ¥ der® Link

Manage Company Profile
My Profile

Reset Password

I Reset Security Questions I Manage Users

Logout Audit History

Figure 10: Opening Reset Security Questions

Before you can reset your security questions, Santander Link will ask you for the answer to one of your
current security questions. Enter the answer to the security question asked and click the Submit button.

Reset Security Questions
Before you reset your security questions please answer the question

below

o What is your maternal grandmother's first name?

[] Thisis a personal computer. Remember this device.

Figure 11: Answering your security question

Select your new security questions from the dropdown menu and enter your answers, then click the
Submit.

Reset Security Questions

° What is your maternal grandfa... d
e What was the nickname of you... v

e What is your mother's middle ... v

This is a personal computer. Remember this device.

Figure 12: Entering new security questions

©2019 Santander Bank, N.A. Page 8
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You will see a message at the top of the landing page that will confirm that your security questions
were successfully reset.

& Santander &5 £ (3) Good afternoon, Marshall v Santander® Link

User Actions:
Manage Users

Audit History

Treasury Link

Figure 13: Security questions successfully reset

Replacing forgotten password

If you can’t remember your password, click on the red “Forgot Password?” link below the password
field, on the login screen.

Company ID

Enter your Company ID
User ID

Enter your username
Password

Enter your password

Forgot Password?

| | Remember me

= 4

Figure 14: Clicking Forgot Password?

Santander Link will ask you for the answer to one of your current security questions, this is to verify
your identity. Enter the answer to the security question asked and click the Submit button.

©2019 Santander Bank, N.A. Page 9
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In order to verify your identity, please answer the
question below

0 What is your maternal grandmother's first name?

| |

Cancel

Figure 15: Answering your security question

You will see a message on the top of the page that will inform you that a temporary password has been
sent to you via email. Check the email inbox that you had provided the bank to in order to find the
temporary password.

& Santander Santander Treasury Management Santander® Link

Company ID

Enter your Company ID

/ - — 4
/7___; % Call 88477260095 to speak with a

Client Service Representative:
S

/"/ "/ / y
‘ User ID i V. / 4 K7 Fmail General Indiiiries ahaut |
Figure 16: Temporary password sent

Log in using the temporary password. You will be prompted to change the temporary password. The
system will present another one of your security questions to verify your identity. Answer the question
and select the Submit and Sign in.

©2019 Santander Bank, N.A. Page 10
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In order to verify your identity, please answer the
question below

0 What is your maternal grandmother's first name?

| |

Cancel

Figure 17: Answering your security question

The system will then ask you to reset your password, in the Reset Password dialog box, enter the
temporary password in the first field. Enter your new password in the second and third fields. Follow
the instructions in bullet points to the right to create your new password. Select the Reset button on
to finish changing your password.

s Password creation rules

Reset your password

* Must consist of a minimum of
eight (8) alphabetic and numeric
characters.

Enter your current password o Must have at least three (3)
letters + one (1) number.

* Cannot contain more than 2

Enter a new password identical consecutive
characters.

® Cannot equal the user name,
the user name backwards, or 3
rearranged user name.

® Cannot reuse any of your last
eight passwords

Re-enter your password

Cancel

Figure 18: Resetting your password

A message at the top of the page will confirm that your password has been successfully changed. You
may now log in with your new password.

& Santander Santander Treasury Management Santander@ Link

Company ID

A £ v il BREoe009s to speak with a
Enter your Company - o9 : : o
Enter your Company ID // Client Service Represe Gﬁ\‘i?\
L 4

Figure 19: Password successfully changed

©2019 Santander Bank, N.A. Page 11
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Regaining access after failing security questions

If you fail 3 times to answer your security questions correctly, your profile will be locked and you will
receive a message indicating that your credentials cannot be used. Contact your administrator or the
bank to have your profile unlocked. You will then be able to log in, and you will need to select new
security questions.

& Santa nder Santander Treasury Management Santander®Link

>..

Company ID / Y
i = = ] ) / Ao Call 844577656095 t0 speak with a

Figure 20: User lockout message

Accessing Santander Treasury Link

To access Santander Treasury Link, click the button.

& Santander = M @ Good afternoon, SAM v

You are now logged on to the following products:

=

Santander
Treasury Link -

User Ac

Figure 21: Opening Santander Treasury Link

The Treasury Dashboard page will open in a separate browser window.

©2019 Santander Bank, N.A. Page 12
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Peter - Last Login (Eastern Time) ¥ Alerts 105 _Approvals 7 Messages 1 : © Inbox | +{] Log OF

& Santander

Treasury Dashboard Accounts Check Services Filz Services Administration

Help ) RefreshDatz 2

Change Layout | v

- - Click the 'Change widget settings' icon to set your
Checking & Action Closing Ledger Current Available preferences. Click the ‘Change widget settings’
4,413,900.50 USD 4,413,200.50 USD
ez e 2 i~ ke oal1a017 s of 0811412017 16:47
s o - el el
Click the 'Change widget settings' icon to set your Click the ‘Change widget settin
Accounts Payable n 374,886.19 USD 374,886.19 USD preferences. preferences
As of 08/11/2017 As of 08/14/2017 16147 .
; 19,066.46 USD 19,066.46 USD
Accounts Receivable n As of 08/11/2017 As of 08/14/2017 16:47
102,569.90 USD 102,569.90 USD
Payrol n g g °
As of 08/11/2017 As of 08/14(2017 16:47 Step 1 Enter Information
payrol 86,523,805.87 USD 96,523,905.97 USD
As of 08/11/2017 Asof 06/14/2017 16147+ From | Select an Account ~ |
To | Select an Account ~
G e |
Report Name Date/Time
Click the 'Change widget settings'icon to choose special | Clear
reports,

Click the 'Change widget settings' icon to set your
preferences

Click the 'Change widget settings' icon to set your
preferences.

Figure 22: Treasury Dashboard page

You can then access any pages and perform any functions to which you are entitled in Santander
Treasury Link.

©2019 Santander Bank, N.A. Page 13
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Accessing other services

To access any other online service, select it from the Santander Solutions menu.

Other Santander Products

| Q
Check Ordering

Data Exchange

Dealer Access System
E statements
Lockbox Central
Merchant Services

santander Check Deposit Link

Figure 23: Selecting from the Santander Solutions menu

You can also type a keyword into the search box to find a service.

Other Santander Products

locK

Lockbox Central

Figure 24: Searching for a service

Once you have selected the service, click Go To.

Other Santander Products

Figure 25: Opening the selected service

The service you selected will open in a separate browser window.

©2019 Santander Bank, N.A. Page 14
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Santander Link Landing Page

Other resources

The Santander Link page provides other useful resources. The Market Watch section shows real-time
quotes for different investment market types.

Market Watch

Commodities

Symbol
Emini
Euro
Gold
ail
Gas

Com

Equities

Bonds Forex

Last

2463.25

1.17345

1276.2

47.20

2.943

3574

Change )
-0.25 (-0.01%)
-0.00665 (~0.56%)
1.6 (-0.90%)
-0.30 (-0.63%)
-0.013 (-0.44%)
-50 (-1.38%)

TradingView

Figure 26: Market Watch section

The News section offers a selection of recent news articles.

©2019 Santander Bank, N.A.
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News
) REUTERS

Brazil's JBS maintains plans for IPO of U.S. unit

Read the article on Reuters: Business News >

Amazon opens 'Instant Pickup' points in U.S. brick-and-mortar
push

Read the article on Reuters: Business News >

U.S. retail sales post biggest gain in seven months

Read the article on Reuters: Business News >

Air Berlin files for insolvency after Etihad withdraws support

Read the article on Reuters: Business News >

Figure 27: News section

©2019 Santander Bank, N.A. Page 16
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User Administration

The Santander Link administrator landing page is the same as the user landing page, except that there
are additional administrative options for managing users and viewing audit history.

& Santander & £ (@) Good atternoon, Marshall+ Santander® Link

You are now logged on to the following products:

)

Treasury Link

User Actions:

]
S

Figure 28: Santander Link administrator landing page

The Manage Users function in Santander Link allows administrators to add users, edit user information,
and manage user entitlements. To access this function, click the Manage Users link on the landing page.

=5 M @ Good afternoon, Oscar » Santander” Link

User Actions:
Manage Users

Audit History

Figure 29: Opening Manage Users

The Manage Users page lists your company’s users. You can sort the list by Username, Name, Email, or
Last Login by clicking the appropriate heading. Clicking a heading a second time reverses the sort order.

©2019 Santander Bank, N.A. Page 17
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&Sqntqnder &% £ (@) Goodafternoon, Marshall » Santander® Link

Ma nage USers (C.E.P. CARPENTERIA ITALIA / test041119)

Username First Name stokes Search

Showing 11to 2 of 2 entries

Username Name Email Last Login

© 2019 Santander Bank, N. A.

Figure 30: Manage Users page

©2019 Santander Bank, N.A. Page 18
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Adding a user

To add a user, click the Add User link on the Manage Users page.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

‘ Username ‘ First Name Last Name < >

Showing 1 to 6 of 6 entries

Figure 31: Adding a user

In the Create a User dialogue box, enter all the required (*) information. If the user is to have
administrative privileges, check the Administrator check box; otherwise, leave it unchecked. Click the
Review button when all information has been entered.

Create A User

*User ID PedroCurtiz01

* First Name Pedro
5/35 Characte
Middle Name or Initial Middle Name or Initial
*Last Name Curtiz
6/35 Characters
* Email pedrocurtiz01@fbc.com

m

Cell Phone Cell Phone
*Enable Date 08/14/2017 i

Administrator [

D

Figure 32: Entering user information

©2019 Santander Bank, N.A. Page 19
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User Administration

Review the information and click Enroll if it’s correct.

Create A User

Middle Name or Initial

Cell Phone

Administrator

D aD

*User D PedroCurtiz01

*First Name Pedro

*Last Name  Curtiz

*Email pedrocurtizo1@fbc.com

*Enable Date  08/14/2017

Figure 33: Reviewing the user information

A message will confirm that the user has been added, and the new user will appear in the list. Clicking
Manage Entitlements will open the Manage Users page for entitling the user (see next section).

*User ID

*First Name

Middle Name or Initial

* Last Name

* Email

Cell Phone

* Enable Date

Administrator

marcusstokes

Marcus

Keith

Stokes

United States

04/24/201%

Manage Entitlements

Figure 34: User successfully added; opening Manage Users

©2019 Santander Bank, N.A.
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User Administration

In addition, two emails will be sent to the new user. One email contains the user’s Company ID and

User ID, and the other email contains the user’s temporary password

Entitling a user

Once a new user has been added, the user will need to be entitled. Click the gear icon €¥ at the right
end of the entry and select Manage Entitlements from the pop-up menu.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Username First Name Last Name 14 >
Showing 1 to 7 of 7 entries
Username Name Email Last Login
PedroCurtiz01 Pedro Curtiz pedrocurtiz01@fbc.com Q o

# Edit

o Manage Entitlements

Z Reset Password
Aug 15, 2017 12
@ Request Token

Aug 15,2017 10 @ Disable

Aug 4, 2017 11:21:18 AM

Q =

Figure 35: Selecting Manage Entitlements

The Santander Treasury Link Manage Users page will open in a separate browser window. Use the
search function to find the new user and click on the User ID.

Manage Users

Use this page to make changes to user account information and permission.

Help 3 Print-Friendly =]

Fiter |LastName ‘ huruz | L) Items per page
Last Name First Hame User ID Entitlement Approver Admin User Status Action
Curtiz Pedro PedroCul ':U:IJ 1 None v Active “Colect Acton| v

Figure 36: Finding and opening the user

©2019 Santander Bank, N.A. Page 21
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On the View User page, click Edit User.

View User

Use this page to view user information, permissions and payment limits.

| Edit User

)

User Information

User Status Active Inactive

First {(Required) Middle Last (Required)
User Name  Pedro Curtiz

Email pedrocurtiz01@fbe.com

Figure 37: Opening Edit User

On the Edit User page, set the user’s access levels and entitlements as needed

red Save button.

©2019 Santander Bank, N.A.

. When done, click the
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Edit User

Use this page to make changes to user information, permissions and payment limits.

= Required

User Information

User Status @ Active O Inactive

First (Required) * Middle Last (Required) * Suffix
User Name Fedro | | ‘ k:urtz | | v|

Email * bedrocuruztll@ﬂ:c.com |

Phone/Fax Number [7] Add information

UserID  PedroCurtizol

External Authentication | [

Default Language * English (United States)
Access Level

Security Level System administrator
[ Manage confidential batches

Approvals (® Mo approval privileges

() Setapproval privieges
Confidential EFD Access (@) Mo access
O Set access
Payment Limits  (® Unlmited

() Set custom limits

Access Schedule @ Unlimited access

O Set custom access

Account, Function and Data Service Entitlements

User Entitlements  (®) None - No entitiement grants will be given to the user
() Custom - Provides the user grants to specific entitlements

() Full - Entitles user with full access to all accounts and services, induding future additions and removals View List of All Accounts and Services

Additional Information

Last Modifier Bank User

Figure 38: Editing the user’s entitlements

&
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A message will confirm that the user was successfully modified.

Manage Users

Use this page to make changes to user account information and permission.

Successful Submit

® User Pedro Curtiz was successfully modified in F.B. COSTRUZIONI INTERMATIONAL.

Help € PrintFriendly Sh

Fiter [Show Al ~| | | 12 Ttems per page
Last Name __ First Name User ID Entitlement Approver Admin User Status Action
Curtiz Pedro PedroCurtizd 1 MNone

Active Select Action| v

Figure 39: Successful submission

Searching for a user

To search for a user, enter the person’s username, first name, and/or last name in the appropriate

field in the search function on the Manage Users page. Click Search.

the name you are searching for.

Note: You can use a partial character string as long as the first letter matches the first letter of

Manage Users (F.B. COSTRUZIONI INTERNATIOMNAL)

E% pierre| ‘ First Name Last Name @

Add User
T

Showing 1 to 8 of 8 entries

Figure 40: Searching for a user

The results of the search will appear below.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

pierre First Name Last Name
Username Name Email Last Login
I::> PierreAlexandre01 Pierre Alexandre palexandre@fbc.com Aug 21, 2017 455112 PM

Add User
>

Showing 1 to 1 of 1 entries

Q @

Figure 41: Search results

To clear the search, refresh the page in your browser.

©2019 Santander Bank, N.A.
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Editing a user

To edit a user’s information, click Manage Users.

=% M @ Good afternoon, Oscar »

Santander® Link

User Actions:

Manage Users — |

Audit History

Figure 42: Opening Manage Users

On the Manage Users page, click the gear icon €¥ at the right end of the user’s row and select Edit from
the pop-up menu.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

pierre First Name Last Name < >

Showing 1 to 1 of 1 entries

Username Name Email Last Login

PierreAlexandre0i Pierre Alexandre palexandre@fbc.com Aug 21, 2017 4:55:12 PM Q E )

& Manage Entitlerments

Z Reset Password
@ Request Token
@ Disable

Figure 43: Opening Edit User

In the Edit User dialogue box, you may edit the user’s first, middle and last names, email address, phone

number, and enable date. You may also select or deselect the Administrator check box. When you’re
done editing, click Save User.

©2019 Santander Bank, N.A. Page 25
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Edit User

Company ID
F-Number
* User ID

* First Name

Middle Name or Initial

* Last Name

* Email

Cell Phone

*Enable Date

Administrator

F.B. COSTRUZIONI INTERNATIOMAL

PierreAlexandra0

Pierre

6/35 Characters

Middle Name or Initial

Alexandre

9/35 Characters

palexandre@fbc.com

22/64 Characters

(603) 777-7777

08/16/2017

O

©2019 Santander Bank, N.A.

Figure 44: Editing a user
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Requesting a token for a user

To request a token for a user, click the gear icon & at the right end of the user’s row on the Manage
Users page and select Request Token from the pop-up menu.

Username First Name
Username Name
PedroCurtiz01 Pedro Curtiz

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Email

pedrocurtiz01@fbc.com

>

Showing 1 to 7 of 7 entries

Last Login

Aug 21, 20171 .
HE # Edit

Aug 22,2017 1 & Manage Entitlements

Z Reset Password
Aug 15, 2017 4

@ Request Token

Jun 28,2017 13 @ Disable

Aug 4, 2017 11:21:18 AM Q

o

Figure 45: Opening Request Token

In the Request Token dialogue box, select the reason for the token request and click Request Token.

Request Token

Company ID
Company Name
Name

User Name

Company Address

IZ::> Reason

FECOSTRUZIONI
F.B. COSTRUZIONI INTERMATIOMNAL
Pierre Alexandre

Pierrealexandre01

5 CLARISSA 5T
WEST ORANGE, NJ 07052

® New User
(O LostToken
(O Damaged Token

Figure 46: Requesting a token for the user

A message will confirm that the token request has been sent.

©2019 Santander Bank, N.A.
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& Santander &5 £ (?) Goodafternoon, Marshall ~ Santander® Link
Username First Name Last Name <11 AR ]

Figure 47: Token request sent

Enabling/disabling a user

This function in Santander Link toggles the enabled/disabled status of the selected user, which in turn
controls access to all applications accessible by SSO. To disable a user, click the gear icon € at the right
end of the user’s row on the Manage Users page and select Disable from the pop-up menu.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Username First Name Last Name < II‘ >

Showing 1 to 7 of 7 entries
Username Name Email Last Login

PedroCurtiz01 Pedre Curtiz pedrocurtiz01@fbc.com Q &

Aug 21, 20171 .
HE # Edit

Aug 22,2017 1 %% Manage Entitlements
£ Reset Password

Aug 15, 2017 4
@ Request Token

Jun 28, 2017 1208~ R R

Aug 4, 2017 11:21:18 AM Q &

Figure 48: Disabling a user

When a user is disabled, a red ban icon @ appears at the left end of the user’s row on the Manage
Users page.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Username First Name Last Name < >

Showing 1 to 8 of & entries
Username Name Email Last Login

E:> @ PedroCurtiz01 - (Administrat..  Pedro Curtiz pedrocurtiz01 @fbc.com Aug 15, 2017 4:34:27 PM Q -3

Figure 49: Ban icon indicating the disabled user

To enable a user, click the gear icon £¥ at the right end of the user’s row on the Manage Users page
and select Enable from the pop-up menu.
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Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Username First Name Last Name
Username Name Email Last Login
@ PedroCurtiz01 Pedro Curtiz pedrocurtiz0i@fbc.com

Aug 21, 2017 1

Aug 22,2017 1

Aug 15, 2017 4

Jun 28,2017 1

0k

Showing 1 to 7 of 7 entries

# Edit
& Manage Entitlements
Z Reset Password

@ Request Token

Aug 4, 2017 11:21:18 AM

Figure 50: Enabling a user

Resetting a user’s password

To reset a user’s password, click the gear icon ¥ at the right end of the user’s row on the Manage

Users page and select Reset Password from the pop-up menu.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

Username First Name Last Name

Username Name Email Last Login

@ PierreAlexandre01 Pierre Alexandre palexandre@fbc.com

Aug 21, 2017 455:12 PM

Add User
<[>

Showing 1 to 8 of 8 entries

a @

AUg 21, 2017 1

Aug 22, 2017 5:

Jun 28, 2017 12

< Reset Password
AUE 15, 2017 4 ‘h
@ Request Token

# Edit
# Manage Entitlements

@ Disable

Aug 4, 2017 11:21:18 AM

o

Q

Figure 51: Resetting the user’s password

The user will receive an email with a temporary password. Upon logging in, the user will be requested

to change the password.
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Page 29



Santander Link User Guide User Administration

Unlocking a user

A user can be locked out if they make too many unsuccessful attempts to log in or if they incorrectly
answer their security questions.

On the Manage Users page, a padlock icon @ indicates the user has been locked out.

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

‘ Username ‘ First Name Last Name < >

Showing 1 to 8 of 8 entries

Username Name Email Last Login

E>ﬂ PierreAlexandre01 Pierre Alexandre palexandre@fbc.com Aug 21, 2017 4:55:12 PM Q T

Figure 52: Padlock icon indicating locked-out user

Incorrect password

If the user failed to enter a correct password, the user will be directed to use the Forgot Password?
Link.

Note: The user may instead contact the client administrator for a password reset (described
above).

& Santa nder Santander Treasury Management Santander®Link

Company ID / &
[ 22 UL~ T~ ] = y - . Call 844%726:0095,t0 speak with a

Figure 53: User locked out
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Upon following the link, the user will be asked to answer one of their security questions.

In order to verify your identity, please answer the
question below

o What is your maternal grandmother's first name?

| |

Cancel

Figure 54: Security question

After answering the question correctly, the user will be sent a temporary password via email.

& Santa nder Santander Treasury Management Santa nder@‘ Link

Company ID / - - - 4
oA — y. A 2w Call 8887760095 10, speak with &
Enter your Company / y Client Service Representative:
‘ User ID / KA Fmail General Indiiiries ahaut -

Figure 55: Temporary password sent

The user can then log in using the temporary password. Upon logging in, the user will be requested to
change the password.

Incorrect answers to security questions

If the user fails 3 times to answer their security questions correctly, they will receive a message
indicating that their credentials cannot be used and that they must contact their administrator or the
bank.

& Santa nder Santander Treasury Management Santa nder@‘ Link

Company ID [ - — - -
T e ] = £ A 2w call 84477260095 to,speak with &

Figure 56: Credentials cannot be used

To unlock the user, click the gear icon £ at the right end of the user’s row on the Manage Users page
and select Unlock User from the pop-up menu.
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Username

Username

& Pierretlexandre01

Manage Users (F.B. COSTRUZIONI INTERNATIONAL)

First Name Last Name

Name Email

Pierre Alexandre palexandre@fbc.com

>

Showing 1 to 8 of & entries

Last Login
Aug 21, 2017 4:55:12 PM Q &
Aug 21, 20171 .
€ # Edit
Aug 22,2017 & Manage Entitlements
£ Reset Password
Aug 15,2017

Jun 28, 20171

Aug 4, 2017 11

@ Request Token

@ Disable

Figure 57: Unlocking the user

The user will then be able to log in and select new security questions.
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Using audit history

Audit History provides a record of user actions in Santander Link. To view the actions, click the Audit
History link on the landing page.

= M @ Good afternoon, Oscar »

Santander® Link

User Actions:
Manage Users

Audit History

Figure 58: Opening Audit History

By default, the Audit History page shows all actions for the current date since 12:00 AM. If you wish,
you can page through the results by using the page buttons.

& Audit History

Basic Search -

Start Date End Date
08/M16/2017 = 08/16/2017 =
Start Time End Time
12:00 AM C] 11:59 PM ®
Advanced Search <
< 2 3 4/|5 )@
Showing 1 to 10 of 45 entries
Timestamp Action User Target
08/16/2017 0416 PM EDT  User Login OB55ITtest602a / Peter001 OB55ITtest602a / Peter001 >
08/16/2017 03:56 PM EDT  User Login OBS5ITtesto02a / Peter001 0OBS5ITtesto02a / Peter(01 >
08/16/2017 02:58 PM EDT  User Login OBS5[Ttest602a / PierreAl...  OBSSITtest602a / PierreAl.. >
08/16/2017 02:33 PM EDT SAML 550 OBSSITteste02a / PierreAl..  OBSSITtests02a / PierreAl... >

©2019 Santander Bank, N.A.

Figure 59: Audit History default results
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To view all actions for a specific time frame, you can do a basic search by date and time.

& Audit History

Basic Search ~

Start Date

08/14/2017

| August 2017
Mo Tu We Th
30 311 2 3
.6 7 8 9 10
12 e 15 16 17

20 21 22 23 24

27 28 29 30 N

Fr

11

18 19

25

Sa ®

wn

26

]

End Date

08/14/2017

End Time

L10:00 AM

10 00 %
v w

- . - = 4

Toggle Period

5

>

Figure 60: Selecting date and time

To get more specific results, you can select Advanced Search to enter a User ID and/or a Target User

ID.

& Audit History

Basic Search ~
Start Date

0an42m7

Start Time

12:00 AM

Advanced Search v

User ID

Peter001

—

]

©

End Date

08/14/2017

End Time

10:00 AM

Target User ID

PedroCurtizo1

©2019 Santander Bank, N.A.

Figure 61: Using Advanced Search

Page 34



Santander Link User Guide

User Administration

To view an action, click on the item in the results list.

Timestamp

08/16/2017 01:37 PM EDT

08/16/2017 01:37 PM EDT

Action

Saved User Credentials

Administration For Secure...

User

0OB55ITtest602a / Peter001

OB55ITteste02a / PeterQ01

Target

OBSSITtesta02a / PedroCu...

OBS5SITteste02a / PedroCu...

V&V

08/16/2017 01:37 PM EDT  Secure Browser Destinati... 0OBSSITtest602a / Peter001  OBSSITtestc02a / PedroCu... >
08/16/2017 01:37 PM EDT  Service Updated for User OB55ITteste02a / Peter001  OBS55ITteste02a / PedroCu... >
08/16/2017 01:37 PM EDT  Service Updated for User OBSSITtest602a / Peter001  OBSSITtest602a / PedroCu... >
Figure 62: Results list
The View Audit dialogue box will show the details of the item. Click > or OK to close it.
View Audit
Audit Information
Timestamp 08/16/2017 01:37 PM EDT
Action Saved User Credentials
User OB55ITtesté02a / Peter0O
Target (OBSSITtests02a / PedroCurtiz01
User Credentials
Destination OBS_UOB_Access
Last Accessed
OK
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Figure 63: View Audit dialogue box
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